PRIVACY POLICY

This Privacy Policy is valid from 31.12.2020

Privacy Policy

Under certain circumstances, TURKISH-FOOD.COM may, as a personal data controller, modify this policy on
the processing of personal data to reflect changes in legislation, internal practices and procedures for
processing personal data, or technological advances made over a certain period of time. In the event that
we make changes in the way your personal data is processed or used, they will be published in the updated
policy and the date of entry into force of the policy so amended will be published at the beginning of the
processing note updated personal data. Therefore, this Privacy Policy must be consulted periodically in
order to keep up with the latest policies and practices in this field.

In accordance with the provisions of Regulation (EU) No. No 2016/679 on the protection of individuals
with regard to the processing of personal data and on the free movement of such data and repealing
Directive 95/46 / EC, known as the "General Data Protection Regulation" or, in short, "GDPR", we bring
you the following aspects regarding the processing of your personal data:

Who we are

TURKISH FOOD is an e-commerce enterprise. Specialty food products from Turkey to Europe sells.

Mainly by TURKISH FOOD EU, company registered and functioning under Turkish laws, with
headquarters in Akevler Mahallesi 1064 Sokak No:5/9 Esenyurt, 34513 istanbul, Turkey,
duly registered with the Trade Registry Office attached to the istanbul Tribunal under no.
(263873-5), having fiscal registration and VAT no 0240423665, for all operations related to

the conclusion and execution of the distance sale agreement (orders, shipment etc.);

What personal data we process

If you visit our website

e Data regarding the profiling of the TURKISH FOOD’s website users according to the Cookies Policy
you can access here: age, sex, IP, traffic data, geo-location data, device information (Device ID,
software version, connection used, operating system, browser used), keywords searched by the
user according to its interests;

e Data regarding your shopping account: name, surname, billing and delivery address, account ID and
password, e-mail address, telephone number, shopping and payment history and preferences,
shopping cart content, your interactions with our on-line Customer Support Services.

If you contact our Call Center

e Voice data: Your voice and the information provided during the entire phone call.

Where do we obtain personal data from



As a rule, the personal data we process is obtained directly from you. However, there are situations in
which we will also be in possession of your personal data through other legitimate means, such as
executing a contract to which you are not a party:

e If you are designated as an authorized person or business contact for our partners;

e If you purchase a TURKISH FOOD product form our partners on-line shop/marketplace;
e If you use in our stores discounts or any other benefits won in our partner’s campaigns
o If you work as a leased employee in our stores;

e If you allow recruitment platforms to share your resume with us.

Purposes of the processing

Your personal data are processed by TURKISH FOOD for legitimate purposes, according to the legal
regulations in force, as follows:

e Concluding and executing contracts with our partners;

e To process, confirm and fulfil your order, including confirming payment, updating you on the status
of your order and shipping the order to you;

e For Customer support and general assistance;

e Managing communications systems and IT systems, conducting audit reports, managing database
security and all IT systems;

¢ Drafting tax documents and collecting payment amounts from individuals, including recovering
debits and invoices issued by suppliers;

e Toissue product invoices, return invoices and payment orders;

e To resolve complaints received from you through the Register of Complaints;

e To provide security for goods and people inside TURKISH FOOD’S stores by using the video
surveillance system;

e Conducting recruitment / selection activities for filling vacancies and managing recruitment /
contest files during the various stages of the procedure;

e Developing campaigns for customers or potential customers through an electronic newsletter or
SMS for direct marketing purposes;

e Streamlining the services made available to the clients and constantly improving the quality of the
services offered, in particular the Call Center service through the recording of calls or web services
and products by inviting you to complete our surveys;

e To register your user account on our website;

e Representation of the company in courts and before public authorities.

NOTE

If TURKISH FOOD wishes to process your personal data for purposes other than those originally declared,
you will be provided with a separate information note detailing the subsequent purpose of the processing,
the legal basis of the processing, and the retention period of your personal data, along with any other
useful information in relation to further processing to enable you to express your consent freely, knowingly
and expressly for each processing operation (if such processing is conditional upon your express consent
being obtained).

Legal Basis of processing

e Making steps at your request before concluding a contract (Article 6 (1) (b), of the GDPR);
¢ The fulfillment of legal obligations by TURKISH FOOD (Article 6 (1) (c) of GDPR);



e The legitimate interest of TURKISH FOOD (Article 6 (1) (f) of the GDPR), such as: the organization of
the entire TURKISH FOOD activity for the purpose of carrying out the activity; Scheduling of IT
applications; solving complaints and requests received from clients or other interested persons;
monitoring store access; initiating and conducting litigation by courts of law and (possibly) other
public authorities;

e Your consent to processing, when expressly granted, freely and unconditionally, in specific
situations such as, for example, marketing processing (Article 6 (1) (a) of the GDPR).

For how long we keep personal data

o Personal data processed for accounting purposes, especially those related to billing and payments,
will be stored for a period of 10 years starting on 1 January of the year following the end of the
financial year in which they were drawn up according to legal provisions;

e Personal data from the recruitment process will be kept for a period of 6 months from the end of
the recruitment / selection process for the vacancy;

e Personal data submitted through the Register of Complaints, according to the legislation, shall be
kept for at least 1 year after its completion;

e Personal data processed for concluding and performing the distances sales contract (online
purchases) will be kept for the entire contractual period plus a maximum period of 10 years during
which related rights should reach prescription/statute of limitation;

e Personal data processed for user account purposes will be kept for as long as your account is valid.
Your account shall be disabled and closed after a period of inactivity of 2 years calculated since the
last log-in in that account;

e Data processed under your consent will be processed during the validity period of your consent or
until you choose to withdraw your consent or the data is no longer necessary;

o Data processed under our legitimate interest will be processed for a maximum period of 5 years,
after which it will be anonymized and processed for statistical purposes

When personal data processing conditions set forth in the legislation no longer apply, TURKISH FOOD has
to delete, destroy, or anonymize personal data ex-officio, or upon request of the data subject. Personal
data, which is processed in compliance with the legislation, is deleted, destroyed or anonymized by the
data controller ex-officio, or upon request of the data subject, when such personal data is no longer
necessary for the purposes of processing.

In some circumstances, such as to meet our legal or regulatory obligations, resolve disputes, prevent fraud
and abuse, or enforce our terms and conditions, we may hold on to your personal data after we’ve finished
providing services to you, or for longer than our general retention policy.

Who do we share personal data with

Under certain expressly regulated conditions, your personal data may be processed by TURKISH FOOD,
through processors or jointly with other companies, in the latter case, as a relationship of the type of Joint
Controllers who will establish in common goals and means of processing, according to the provisions of art.
26 of RGPD.

In some situations, service providers such as, but not limited to, service providers and IT systems, various
contractual partners such as: Yandex Corporation, Use inbox, etc. You will also be able to send your data to
lawyers, accountants, auditors, or other professionals who are required to keep professional secrecy.

For reporting to state authorities, in accordance with the legal obligations in force, it will be necessary to
transmit your data to various public institutions.



The full list of our partners can be found here .

Personal data transfers to third countries

If your data will be transferred to other companies in other countries to initiate, conclude, and develop
contracts and/or projects with such an entity as, but not limited to: travel management and order
processing and delivery, you will be informed and will be done only by ensuring the safeguards provided by
art. 44-49 of GDPR.

Personal data security

TURKISH FOOD takes all necessary measures to ensure that its employees, and all companies and
organizations it works with, exercise due care and have awareness related to data security. TURKISH FOOD,
provides training on data security to its employees when they first start working at the company, and at
later stages as well to update their knowledge on this matter. All employees that access personal or
sensitive personal data are required to provide a letter of undertaking in relation to security and privacy of
such data.

In case of any non-conformity with policies and procedures, disciplinary action is taken. The security of
personal data is provided with password-protected protocols, firewalls, and access control mechanisms.
Data is classified and labeled. Physical security measures are taken against external and peripheral threats.
Changes made in the information systems are recorded. To avoid data losses, back up of personal data is
taken according to data backup policy. Information systems are regularly scanned for security
vulnerabilities and any detected vulnerability is eliminated. In case of any breach of information security,
non-conformities are determined immediately and all necessary measures are taken to eliminate and
prevent recurrence of such non-conformities.

Technical measures are listed below:

e Internal IT controls are made for the systems operated by the company.

e Our servers are kept in secured locations with strict physical access; we have mirroring solutions,
periodical back-ups and a Disaster Recovery Plan;

o T risk assessment of the systems operated by the company is conducted as part of the Corporate
Risk Management process.

e e-training on privacy and data security is provided to raise awareness of the personnel related to
personal data and laws on protection of data.

e Personnel are required to provide a letter of undertaking related to their responsibilities for data
security. In case of any non-conformity with policies and procedures, disciplinary action is taken.

o Data processed by the company is classified based on its level of confidentiality, and information is
shared in the company and out of the company using methods chosen according to classification of
data.

o Firewalls, proxy servers, networks and sub networks are used for network and data security of the
company.

e Firewall access rules are periodically reviewed to ensure password-protected protocol is used for
security of data at application and service level.

e Multi-factor authentication is used to access critical systems of the company.

e There are systems to prevent or detect unauthorized transfer of data from the company, and
technical rules are identified for operation of these systems, and compliance with these rules is
monitored.

o Periodical general infiltration tests, application-based and general vulnerability scans, code scans
are carried out and if needed, corrective actions are taken.


https://www.turkish-food.com/tr/content/8-list-of-data-protection-authorities

e Access of IT employees to personal data is controlled and subject to approval; also any
administrator account action is logged.

e There is an audit trail of any modification to be made on the systems operated by the company, in
order to follow up any issue related to data security.

e Personal data is destroyed without leaving an audit trail and making it impossible to recover such
data

e Hardening measures are taken for IT services and systems

e Central applications are used to prevent malware, and malware database is updated in all end-
users.

o Places where data is stored and backed up are physically secured. Environmental factors are
monitored centrally.

e Under the applicable legislation, all kinds of digital medium, where personal data is stored, is
protected with password or cryptographic methods to meet data security requirements.

e Backup of personal data is to avoid data losses, under data backup policy

Your rights in relation to the personal data processing

You have the following rights in relation to the personal data we hold about you:
Your right to be informed about how your personal data is being used

You have the right to be provided with sufficient information, in a concise, transparent and easily
understandable form, in order for you to gain insight and understanding of our processing activities and
thus to ensure transparency of personal data use. For such informational purposes we have designed and
made available to you this Privacy Policy.

This Privacy Policy will keep you informed about how we will use your personal data. All necessary details
have been provided hereto, so please read it carefully.

Your right of access
In brief

If you submit an access request to us, we shall confirm whether we are processing your personal data and,
if so, provide you with a copy of that personal data (along with certain other details).

In detail

e Upon your request, we will confirm that we process your personal data and, if so, we will provide
you with a copy of your personal data that is subject to our processing and the following
information:

a. the purposes of the processing;

b. the categories of personal data concerned;

c. the recipients or categories of recipients to whom personal data has been or is to be
disclosed, in particular recipients from third countries or international organizations;

d. where possible, the period for which personal data are to be stored or, if that is not
possible, the criteria used to determine that period;

e. the existence of the right to require the operator to rectify or erase personal data or to
restrict the processing of personal data relating to the data subject or the right to object to
processing;

f. theright to lodge a complaint with a supervisory authority;



g. where personal data are not collected from the data subject, any available information on
their source;

h. the existence of an automated decision-making process including the creation of profiles
and, in those cases, relevant information on the logic used and the significance and
expected consequences of such a processing for the data subject.

If we transfer your data outside of the European Economic Area or to an international organization
you have the right to be informed of the appropriate safeguards applied.

The first copy of your personal data is provided free of charge. For additional specimens of the
same personal data, we may charge a reasonable additional charge, taking into account the related
administrative costs.

Your right to correct personal data

If the personal data that we hold about you is inaccurate or incomplete, you are entitled to have it
corrected. You can personally do so by updating you user account information. If you do not want
to personally update or you do not have a user account, you can submit a request and we shall
perform the necessary changes.

If we’ve shared your personal data with others, we’ll let them know about the changes where
possible. If you ask us, where possible and lawful to do so, we’ll also tell you who we’ve shared your
personal data with so that you can contact them directly.

In order to keep personal data accurate, we may request you to reconfirm/renew your personal
data from time to time.

Your right to delete personal data

In brief

Also known as the "right to be forgotten", this right enables you to request deletion of your
personal data in some circumstances such as where we no longer need it or if you withdraw your
consent (where applicable). We shall comply with your request unless we have a reason for keeping
your personal data.

If we’'ve shared your personal data with others, we shall let them know about the erasure where
possible. If you ask us, where it is possible and lawful for us to do so, we shall also inform you who
we’ve shared your personal data with so that you can contact them directly.

In detail

You may ask us to delete your personal data and we will respond to your request without undue
delay, if one of the following circumstances:

a. Datais no longer required for the purposes for which it was collected or processed;

b. You withdraw consent to the processing of your data when your data processing is based on
your consent and there is no other legal basis on which to process your personal data;

c. You oppose the processing of your data on our legitimate interest, including the creation of
profiles based on this ground, or you oppose data processing for direct marketing purposes,
including the creation of profiles for direct marketing purposes;

d. Your data has been processed unlawfully;

e. Personal data should be deleted to comply with a legal obligation under Union law or
national law;

f. Personal data have been collected in connection with the provision of information services
to children and the basis of processing is consent.



e Unless this proves impossible or involves disproportionate efforts, we shall notify each recipient to
whom your personal data has been disclosed for erasure purpose. Upon your request, we shall
inform you of those recipients.

e We reserve the right to refuse deletion of your data when processing is required:

For the exercise of the right to free expression and information;

In order to comply with a legal obligation that applies to us as a personal data controller;

For purposes of archiving in the public interest, scientific or historical research or for statistical
purposes, insofar as the deletion of the data is likely to render impossible or seriously impair the
achievement of the objectives of the processing;

d. To establish, exercise or defend a right in court.

o L

Your right to restrict us from using your data

In brief

¢ In certain circumstances (including where we use legitimate interests as set out below) you can ask
us to stop processing your personal data or ask for us to limit the ways in which we process this
data. However, we can refuse a request in some cases - we shall provide you with information
explaining why we have refused your request if we do this.

In detail

e You may ask us to block and restrict the processing of your personal data in one of the following
circumstances:

a. Contest the accuracy of the data - in this case, at your request, we will restrict the
processing for the period we perform the necessary checks on the accuracy of your data;
Data processing is illegal and you do not want to delete your data;

We no longer need your data for processing, but processed data about you is necessary to
establish, exercise or defend a right in court;

d. You opposed the processing of your data under our legitimate interest, including the
creation of profiles based on this basis - in this case, at your request, we will restrict the
processing for the period in which we verify that our legitimate rights do not prevail over
your rights.

e If your data processing has been restricted, we shall only be able to store your data. Any other way
of processing out of storage will be done only:

after obtaining your consent;
for finding, exercising or defending a right in court;
to protect the rights of another natural or legal person;
for reasons of public interest of the Union or of a Member State.
¢ We will inform you before lifting any processing restriction as set out above.
e Unless this proves impossible or involves disproportionate efforts, we will communicate to each

recipient to whom your data has been disclosed restricting the processing of such data. At your
request, we will inform you of those recipients.

Your right to data portability



¢ You have the right to receive the data that concerns you and that you have provided us with in
order to transmit such data to another controller, in the following circumstances:
a. Your data processing is based on your consent or on a contract between us and you;
b. Your data is processed by automatic means.

We will provide your personal data in a structured, commonly used and machine-readable format.

e |If technically feasible, you can request that your personal data be transmitted directly to the
controller indicated by you.

Your right to object

e You may request us not to further process your personal data for reasons relating to your particular
circumstances and if the processing of your data is based on our legitimate interest. We will cease
processing of your data unless we demonstrate that we have legitimate and compelling reasons
that justify processing and those reasons prevail over your interests, rights and freedoms, or
whether the purpose of the processing is to establish, exercise or defend a right in court.

¢ In addition to the above, you may request that we no longer process your personal data for direct
marketing purposes, including the creation of profiles related to that direct marketing.

Your rights in relation to automated decision-making and profiling
In brief

e You have the right not to be subject to a decision when it is based on automatic processing,
including profiling and if it produces a legal effect or similarly significantly affects you, unless such
profiling is necessary for entering into, or the performance of, a contract between you and us.

In detail

e You have the right not to be subject to a decision when it is based on automatic processing,
including not being profiled, if the automatic decision or profiling has legal effects or significantly
affects you, except in the following cases:

a. automatic decision is required to conclude or execute a contract between you and us;

b. the automatic decision is authorized by European Union or national law applicable to
TURKISH FOOD and also provides for appropriate measures to protect the legitimate rights,
freedoms and interests of the data subject;

c. Automatic decision is based on your express consent.

o If the cases indicated in (a) and (c) above apply, you may request that you exercise the following
correlative rights:

the right to obtain human intervention on our part;
the right to express your point of view;

the right to challenge the automatic decision.

Your right to withdraw consent



o If we rely on your consent as our legal ground for processing your personal data, you are entitled to
withdraw that consent at any time. Withdrawal of consent does not affect the lawfulness of the
processing of your personal data on the basis of your consent prior to its withdrawal.

e Your right to stop direct marketing

e You are entitled to stop us from using your personal data for direct marketing purposes. You can do
this by accessing the unsubscribe link at the bottom of our emails or by sending us a request.

Your right to lodge a complaint with the supervisory authority

You have the right to contact the National Supervisory Authority for Personal Data
Processing of Turkey (“KVKK”) or the supervisory authority from your homeland or
workplace if you believe the processing of your data is not in compliance with the
applicable law.

More information about KVKK can be obtained by visiting https://www.kvkk.gov.tr/en/
Your right to seek judicial remedy

Without prejudice to any other administrative or non-judicial remedy, you have the right
to pursue an effective judicial remedy against:

e a controller/processor that infringed the rights granted to you by the GDPR,;

e alegally binding decision of KVKK or any other supervisory authority.

To the extent that you have suffered a moral or material damage as a result of GDPR
infringement, you have the right to obtain compensation.

How You Can Exercise Your Rights as Data Subject and Our Data Subject Requests Procedure?

e Submitting a request. For the exercise of any rights above, please submit your request in writing or
by phone, using the contact details indicated below.

o Identification of the applicant. In order to be able to properly address and manage your request,
we urge you to identify yourself as completely as possible. In case we have reasonable doubts as to
the identity of the applicant, we will ask for further information to confirm the alleged identity.

¢ Response time. We will respond to your requests without undue delay, and in any case within one
month from the receipt of the request. Insofar as your application is complex or we are in a position
to process a large number of requests, we may reasonably postpone the delivery of your response
for up to two months with your prior notice.

¢ Providing our answer. We will provide you with our response and any requested information in
electronic format, unless you request them to be provided in another format.

¢ In case of refusal. In so far as we refuse to meet your request, we will inform you of the reasons
which led to this decision and of the possibility to submit a complaint to KVKK or another
competent supervisory authority and to apply for a judicial remedy.

e Taxes. Exercising your rights as a data subject is free. However, to the extent that your claims are
manifestly unfounded or excessive, especially by taking into account their repetitive character, we
reserve the right to refuse the fulfillment of such requests.
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How can you contact TURKISH FOOD’S Data Protection Officer?

The contact details of TURKISH FOOD’s Data Protection Officer are:

Mailing Address: Akevler Mahallesi 1064 Sokak No:5/9 Esenyurt / istanbul - Tiirkiye
Email Address: [dataprotection@turkish-food.com]

Telephone: +90850 207 88 55

Terms and definitions used in this Privacy Policy

Legal term/notion

Definition/Explanation

GDPR

EU Regulation 2016/679 on the protection of natural persons with regard to
the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC. The entire text of the Regulation is available at
https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:02016R0679-
20160504&qid=1531857927851&from=EN

Personal data

any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly
or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person.

Special categories of
personal data

personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data and biometric
data for the purpose of uniquely identifying a natural person, data concerning
health or data concerning a natural person's sex life or sexual orientation.

Data subject

an identified or identifiable natural person whose personal data is processed.

Processing

means any operation or set of operations which is performed on personal data
or on sets of personal data, whether or not by automated means, such as
collection, recording, organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction.

Controller

the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the
processing of personal data.

Joint controllers

two or more controllers that jointly determine the purposes and means of

Processor processing.
a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller.

Recipient a natural or legal person, public authority, agency or another body, to which
the personal data are disclosed, whether a third party or not.

Consent Freely given, specific, informed and unambiguous indication of the data

subject's wishes by which he or she, by a statement or by a clear affirmative
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action, signifies agreement to the processing of personal data relating to him
or her.

Online identifiers

internet protocol addresses, cookie identifiers or other identifiers such as
radio frequency identification tags provided by data subject devices,
applications, tools and protocols. These may leave traces which, in particular
when combined with unique identifiers and other information received by the
servers, may be used to create profiles of natural persons and identify them.

Profiling

any form of automated processing of personal data consisting of the use of
personal data to evaluate certain personal aspects relating to a natural person,
in particular to analyse or predict aspects concerning that natural person’s
performance at work, economic situation, health, personal preferences,
interests, reliability, behaviour, location or movements.

To view TURKISH FOOD’s previous Privacy Policy valid until 31.12.2020, download the PDF version HERE.




